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Guidance for using Search Engines  

This guidance provides information on using search engines in learning and teaching and how to 

respond when situations arise where content accessed by pupils in search returns is considered 

inappropriate.  

The Highland Council endeavours to strike a balance between accessing digital information, content 

and services in learning and teaching, and restrict content that is considered unsuitable. The search 

engines linked to the home pages for pupils have been added because they have safe search settings 

in place. However, search engines which essentially return lists or thumbnails of content by 

suggested key words can sometimes yield images which filters cannot always safeguard against. For 

some pupils this may be content they are not emotionally ready to see or staff deem unsuitable. 

This guidance provides further information as to how and why this can happen and also suggests 

educational approaches for learning to search effectively, an essential skill for 21st century 

education, personal lives and careers. 

Background  

In Highland schools internet filters (a websense product) are installed to ensure that appropriate 

websites for learning and teaching can be accessed and as far as possible inappropriate websites and 

content are filtered.  This is achieved by the filters applying four policy levels - primary pupils, 

secondary pupils, pupils in residences and for staff who have the greatest level of access.  When staff 

or pupils in schools or residences come across websites that are blocked or available when 

considered in the wrong policy these can be reclassified by request to the Highland Council Service 

Desk.  

Streaming Media 

Some websites that stream media are also filtered; this may be due to bandwidth restrictions - 

streaming content may slow up or impede other essential digital services the school uses.  

When access to a website page is blocked which uses streaming media, these can also be re-

classified on request e.g. a specific YouTube clip. This is when access is essential for learning and 

teaching. The web pages URL (full web address) must be requested specifically rather than the 

website in its entirety. 

Please note - It is advised, that where possible, in learning and teaching staff check in advance that 

sites are available if considered essential. Understandably this is not always an option when the flow 

of learning is spontaneous; this is why the filters the Highland Council uses are deployed in a 

supportive way as possible with the differing levels of filtering policies. 

Please note - The Highland Council Service Desk should not be contacted where search returns yield 

images that are unsuitable. ICT Services and the ICT in Learning Team are unable to block the search 

engine sites themselves such as Google, Bing or Kid Rex.  
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Promoting Safer Searching 

 

 

 

 

To promote safer searching include learning opportunities that help children and young people to 

develop digital literacy skills. These are skills that can transcend across networks, various software 

and platforms; they are life skills that will build a firm foundation for both personal and professional 

lives.  This is a key part of learning about e-safety, information and critical literacy skills.  

www.educationscotland.gov.uk/informationliteracy 
www.highlandliteracy.files.wordpress.com/2014/03/the-highland-council-literacy-strategy.pdf 
www.highlandesafety.wordpress.com 
 
1. Ensure learners understand how search engines work by indexing the web. Information here : 

Google Explanation www.google.com/insidesearch/howsearchworks/thestory  

Common Craft Explanation & web search strategies www.youtube.com/watch?v=sQCBT0lfH-o 

2. Encourage learners to think critically about the words or phrases they use to search with when 

beginning their search – Ask whether the words have different meanings in different contexts? 

3. Encourage learners to think critically about websites, pages and digital content they see online, 

critical literacy skills are a key part of Higher Order Thinking Skills.  

4. Use the recommended linked search engines such as Kid Rex, Google or Google Scholar 

5. Remind pupils of the Acceptable Use Policies, these are available for primary and secondary 

pupils. The policies ask pupils to be responsible about the places they go online. 

6. Use this as an example in an e-safety lesson and remind learners of the AUP and what to do if 

they see content online that concerns. AUPs can be accessed here  

 

In Highland primary schools, a safer search 

engine ‘Kid Rex’ designed for younger 

pupils is presented on the home page.  

This page is seen when a pupil logs in to the 

school device therefore encouraging them 

to use safer search facility. Information 

about Kid Rex here 

www.kidrex.org/parents/about.html 

In Highland Secondary schools, the safe 

search settings are switched on for Google 

and a link is also provided to Google 

Scholar which includes an index of learning 

and materials including scholarly literature. 

Both pages contain links to Glow the 

Scottish Schools Intranet and ThinkuKnow 

the dedicated site for e-safety information, 

support and guidance. 

 

 

http://www.educationscotland.gov.uk/informationliteracy
http://www.highlandliteracy.files.wordpress.com/2014/03/the-highland-council-literacy-strategy.pdf
http://www.highlandesafety.wordpress.com/
http://www.google.com/insidesearch/howsearchworks/thestory
http://www.youtube.com/watch?v=sQCBT0lfH-o
https://glowscotland.sharepoint.com/sites/TheHighlandCouncil/ECSICT/education/Using%20ICT%20in%20Education/Forms/AllItems.aspx?RootFolder=%2Fsites%2FTheHighlandCouncil%2FECSICT%2Feducation%2FUsing%20ICT%20in%20Education%2FResponsible%20Use%20and%20E-Safety&FolderCTID=0x01200036E11676A4A50347BD9641DE76677B54&View=%7B4149DCA0-D278-4BD7-9453-8FDDAE2BCB39%7D
http://www.kidrex.org/parents/about.html
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What to do when search returns yield unsuitable content 

1. Remind pupils that if they see something online that concerns them they should report this to a 

teacher, appropriate adult, parent or carer. 

2. Remind them not to show or share the content with their friends or class friends. 

3. If they see content online that concerns them ask them to minimise the webpage and lock the 

screen by pressing ‘Ctrl Alt Delete’ or the ‘Windows Flag key and the letter L’ this locks the 

screen and they can now leave the device and report to a teacher. 

4. The teacher should then view the content when not in sight of learners.  

5. If a web page - The web address / URL should be noted if it is a web page that has by passed the 

filter, this can then be shared with Service Desk who can take appropriate action. 

6. If a search engine image, the key words or search phrase should be noted, the search results 

page should be closed.  

7. As appropriate the learner should be supported, this may include timeout with supervision. 

Explanations as to why sometimes search engines can show content that may not have been 

able to be filtered. 

8. As appropriate parents / carers should be informed as to the content that may have been 

viewed, explanations should be provided as to the filtering systems that put in place by The 

Highland Council explaining that search engines may often display images thumbnails that are 

unable to be filtered. 

 

 

 

 

Further advice and guidance 

If you come across a website that contains content that you consider to be illegal such as child abuse 

images or criminally obscene adult material, racist or terrorist content you should report this to 

Service Desk immediately and action can be taken by ICT Services or the Care and Learning Service 

ICT in Learning Team.  

At home you can also report this to the Internet Watch Foundation www.iwf.org.uk. This can be 

done by anyone and reports are anonymous.  

We hope that you have found this guidance helpful, for further information or support please 

contact: 

Louise Jones louise.jones@highland.gov.uk  

Andy Robb andy.robb@highland.gov.uk 

Service Desk service.desk@highland.gov.uk 

The Highland Council Intranet  -  ICT Portal or Free Phone 0800 7312702  

Please note - The Highland Council Service Desk should not be contacted where search returns 

render images that are unsuitable. ICT Services and the ICT in Learning Team are unable to block 

the search engine sites themselves such as Google, Bing or Kid Rex. Occasions such as this are not 

considered security breaches 

http://www.iwf.org.uk/
mailto:louise.jones@highland.gov.uk
mailto:andy.robb@highland.gov.uk
mailto:service.desk@highland.gov.uk
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Useful Links 

As with all issues of e-safety – digital means of protection such as content filters, firewalls and anti-

virus programmes cannot be deemed 100% reliable, it is important that leaners have the digital 

literacy skills to protect themselves and the systems.  

 

Name of Site Description URL 

CEOP The Child Exploitation and Online Protection centre is 
dedicated to eradicating the abuse of children. Their site 
contains the latest news, links to research and publications 
to support this agenda. 

www.ceop.police.uk  

Think U 
Know 

Thinkuknow is the educational initiative of CEOP, it is 
designed for children and young people, plus it provides 
dedicated resources for parents / carers and professionals. 
It has the dedicated reporting facility or ‘CEOP Button’ that 
has become well established in the UK. The excellent 
education resources for the primary and early years sector 
are prescriptive but also provide an opportunity for 
teachers to use as a context for learning. For example the 
bright and attractive ‘Hector The Protector and his 
Underwater Friends’ can become a much wider classroom 
activity. 

www.thinkuknow.co.uk  

Internet 
Watch 
Foundation 

The Internet Watch Foundation are the leaders in 
combating illegal online content. They work globally with 
internet providers to remove illegal content. They have a 
dedicated reporting facility where individuals can 
anonymously report any content they come across. There 
is also a very useful video showing the user what happens 
when they report any illegal content that concerns them. 

www.iwf.org.uk  

Childnet The Childnet International website provides resources for 
children, young people, parents / carers and professionals. 
The resources for primary sector can be used by teachers 
and also the site can be accessed directly by pupils for 
games and activities. A particular highlight is the Social 
Network Detectives which again can become a much 
wider context for learning making it culturally relevant for 
pupils. 

www.childnet.com 
 

 

http://www.ceop.police.uk/
http://www.thinkuknow.co.uk/
http://www.iwf.org.uk/
http://www.childnet.com/

